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1
Decision/action requested

This contribution analyses the mobility uses case when the UE is multiple registered (i.e. on 3GPP and non-3GPP access) in one PLMN. The conclusion is that there are circumstances where it is necessary to use a NAS SMC on one access to change the security context on the other access as well.  
2
References

TS 33.501 v0.6.0
3
Rationale

One open issue under discussion for the multiple NAS connections in the same PLMN’s serving network is whether an NAS SMC procedure on one connection can change the NAS security contexts on the other connection. 
When considering the possible mobility scenarios, there seems to be a scenario that requires one NAS SMC to change both the 3GPP and non-3GPP security contexts. 

In LTE, a non-emergency Service Request is always rejected if the security fails (see below extract from subclause 4.4.4.3 of TS 23.401)

“If a SERVICE REQUEST, EXTENDED SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only PDN connections for non-emergency bearer services established, the MME shall send the SERVICE REJECT message …..”

In effect, t this means this means that the UE need to send a TAU or Attach if the UE and MME become mis-aligned with their security contexts. It seems that the same principle should also apply to 5G NAS. Now suppose a UE that is Registered for both 3GPP and non-3GPP and is currently active only in 3GPP gets handed over to a new AMF, then the non-3GPP MM context is moved to the new AMF as well. 

If so, this creates the problem that the new AMF may not support the algorithms that the old AMF supported. A NAS SMC would be run on the 3GPP access at this point to align the NAS security on 3GPP access. But it would mean that the non-3GPP NAS has been dis-connected in the above sense if the 3GPP access NAS SMC does not change the non-3GPP NAS security. A similar argument seems to hold for idle mobility and for the issue of changing the KAMF at the change of AMF. 

Observation 1: When a UE has multiple NAS connections in the same PLMN, there are some cases when a NAS SMC on one connection is required to change the NAS security on the other connection.
This leads to a further question that is whether this should always happen. This question is beyond the scope of this contribution, but would need to consider cases like already registered on one connection only and mobility from 4G when the UE has a non-3GPP connection to an AMF on the same PLMN. 

4
Detailed proposal

It is proposed that SA3 endorse the below proposal. 
Proposal 1: A NAS SMC on one connection may be used change the NAS security on the other connection.

